authentication, an operator assumes the administrator role or the user role. The role determines
the set of actions that can be performed by the operator. The Serial port of the Sensor is used for
setup and administration. Only an authorized operator that has physical access to the Sensor and
knows the Sensor Shared secret is able to access the Sensor command prompt via the Serial
port (FPT_RVM.1).

The TSF maintains a security domain for its own execution that protects it from interference and
tampering by non-trusted subjects. In particular, AirMagnet SmartEdge Sensors and AirMagnet
Enterprise Server are multi-chip standalone products utilizing FIPS 140-2 cryptographic modules.
All Sensor and Server services are executed on the Sensor or Server hardware, and access to
the Sensors and Server is physically and logically protected. The TOE implements user session
separation and separate handling of the monitored wireless devices (FPT_SEP.1).

The Sensor maintains internal clock that is able to provide reliable time stamps for Sensor’s use.
The clock is synchronized with the Server clock upon startup of the Sensor and periodically
thereafter. The Server clock is periodically synchronized with the official atomic clock
(FPT_STM_EXP.1).

6.1.5 IDS Function

TOE performs statistical and signature analysis on all wireless traffic data received. The results
are compared to pre-defined patterns to identify security-relevant network conditions.

The following information is recorded within each analytical result:
1. Date and time of the result
2. Type of result
3. Identification of data source (IDS_ANL_EXP.1)

The Sensor sends an alarm to the Enterprise Server and attempts to deactivate a potentially
insecure wireless device when an insecure condition is detected. A corresponding log entry is
made. (IDS_RCT_EXP.1).

The TOE is able to collect the following events from the targeted wireless devices:

SSID

MAC address

Status (active/down)

First and last seen time

ACL status (known device/rogue/ neighbor/monitored)
Channel

Security status

Nook~wN =

TOE also collects the following information:

1. Date and time of the event
2. Type of event
3. Subject identity (IDS_SDC_EXP.1).

The TOE provides the authorized users with the capability to read all wireless activity data using
the GUI. TOE architecture does not permit any access to System data by unauthorized users.
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The TOE provides users successfully authenticated to assume the administrator role or the user
role with the capability to read the System data. The authorized users can use the GUI Interface
to access the System data which is presented in a manner suitable for the user to interpret the
information (IDS_RDR_EXP.1).

TOE protects the stored TOE data from unauthorized deletion and modification. In particular, only
authorized users successfully authenticated to assume the administrator role or the user role are
able to delete the stored TOE data. The TOE data is stored on a FIPS 140-2 Level 2 certified
module while on the Sensor or Server. The Sensor and Server prevent any TOE data
modification or deletion by unauthorized operators. The TOE design ensures that the latest, up to
the maximum storage capacity TOE data is maintained when TOE data storage is exhausted
(IDS_STG_EXP.1).

6.1.6 Cryptographic Support

AirMagnet Sensors and Enterprise Server comply with FIPS 140-2 when performing FIPS
approved cryptographic functions in the FIPS approved mode of operation. The cryptographic
modules that are used have an overall rating of Level 2 and Level 1 correspondingly. The FIPS
validation testing of the cryptographic modules used by Sensors and the Server is in
conformance with FIPS 140-2 (FCS_BCM_EXP.1). AirMagnet Enterprise Server and Sensors
generate cryptographic keys in accordance with a specified cryptographic key generation
algorithms and specified cryptographic key sizes listed in Table 8: Cryptographic Operation
(FCS_CKM.1). The TOE destroys cryptographic keys in accordance with the cryptographic key
zeroization method that meets the key zeroization requirements in FIPS PUB 140-2 Key
Management Security Level 1. Zeroization of all private cryptographic keys, plaintext
cryptographic keys, key data, and all other critical cryptographic security parameters is immediate
and complete (FCS_CKM.4). The TOE performs all cryptographic random number generation
using a FIPS-approved Random Number Generator (ANSI X9.31) implemented in a FIPS-
approved Sensor or Server cryptomodule running in a FIPS-approved mode (FCS_COP_EXP.1).
The TOE performs encryption and decryption using the FIPS 140-2 Approved Triple DES and
AES algorithms, operating in a FIPS 140-2 mode and supporting FIPS approved key sizes as
listed in Table 8: Cryptographic Operation (FCS_COP_EXP.2(1) and FCS_COP_EXP.2(2)).

6.2 TOE Security Functions Rationale

The following table provides the mapping between security functions and security functional
requirements.

Table 12: Mapping between security functions and security functional requirements
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Identification and
Authentication
Cryptographic Support

Protection of the TSF

Security Management

IDS Function

FAU_SAR.1

FAU_STG.1

X|X| Security Audit

FCS_BCM_EXP.1

FCS_CKM.1

FCS_CKM.4

FCS_COP_EXP.1

FCS COP_EXP.2(1)

FCS_COP_EXP.2(2)

XXX XXX

FIA_ATD.1

FIA_UAU.1

FIA_UID.1

XXX

FMT_MOF.1

FMT MSA.2

FMT_MTD.1(1)

FMT_MTD.1(2)

FMT_SMF.1(1)

—~ |~ |~ |~

FMT_SMF.1(2)

FMT SMR.1

XXX XX XX

FPT ITC.1

FPT_ITIA

FPT_ITTA

FPT_RVM.1(1)

FPT_SEP.1(1)

FPT_STM_EXP.1

XXX XXX

IDS_ANL _EXP.1

IDS_RCT_EXP.1

IDS_RDR_EXP.1

IDS_SDC_EXP.1

IDS_STG_EXP.1

XX XXX
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6.3 Assurance Measures

The assurance measures addressed in this section apply to the EAL 2 requirements and are

presented in the following table.

Table 13: Assurance Measures

Assurance Compoment

Assurance measure

ACM_CAP.2 Configuration items

AirMagnet Design Assurance procedures

ADO_DEL.1 Delivery procedures

AirMagnet Delivery procedures

ADO_IGS.1 Installation, generation, and start-
up procedures

AirMagnet Installation, generation, and start-up
procedures

ADV_FSP.1 Informal functional specification

AirMagnet Functional Specification

ADV_HLD.1 Descriptive high-level design

AirMagnet High-Level Design Specification

ADV_RCR:.1 Informal correspondence
demonstration

AirMagnet Informal Correspondence
Demonstration

AGD_ADM.1 Administrator guidance

AirMagnet 8.5 Enterprise User Guide

AGD_USR.1 User guidance

AirMagnet 8.5 Enterprise User Guide

ATE_COV.1 Evidence of coverage

AirMagnet Evidence of Coverage

ATE_FUN.1 Functional testing

AirMagnet Functional Testing Plan

ATE_IND.2 Independent testing — sample

AirMagnet Functional Testing Plan

AVA_SOF.1 Strength of TOE security function
evaluation

AirMagnet SOF Analysis

AVA _VLA.1 Developer vulnerability analysis

AirMagnet Vulnerability Analysis
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7. Protection Profile claims

This Security Target does not correspond to any Protection Profile.
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8. Rationale

This section provides the rationale for the selection of the IT security requirements, objectives,
assumptions, and threats. In particular, it shows that the IT security requirements are suitable to
meet the security objectives, which in turn are shown to be suitable to cover all aspects of the
TOE security environment.

8.1 Rationale for Security Objectives

This section provides a rationale for the existence of each assumption, threat, and policy
statement that compose the Security Target. Table 14 Security Environment vs. Objectives
demonstrates the mapping between the assumptions, threats, and polices to the security
objectives is complete. The following discussion provides detailed evidence of coverage for each
assumption, threat, and policy.

Table 14: Security Environment vs. Objectives
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A.ACCESS X
A.DYNMIC X X
A.ASCOPE X
A.PROTCT X
A.LOCATE X
A.MANAGE X
A.NOEVIL X X X
ANOTRST X X
T.COMINT X X X X X
T.COMDIS X X X X X
T.LOSSOF | X X X X X
T.NOHALT X X X X X
T.PRIVIL X X X X
T.IMPCON X X X X
T.INFLUX X
T.FACCNT X
T.SCNCFG X
T.SCNMLC X
T.SCNVUL X
T.FALACT X
T.FALREC X
T.FALASC X
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T.MISUSE X X
T.INADVE X X
T.MISACT X X
P.DETECT X [ X X
P.ANALYZ X
P.MANAGE X X X X X X X
P.ACCESS X | X X
P.ACCACT X X X
P.INTGTY X
P.PROTCT X X
P.CRYPTO X | X
GRAPHY
P.CRYPTO
GRAPHY_
VALIDATE
D
A.ACCESS The TOE has access to all the IT System data it needs to perform its functions.
The OE.INTROP objective ensures the TOE has the needed access.
A.DYNMIC The TOE will be managed in a manner that allows it to appropriately address
changes in the IT System the TOE monitors. The OE.INTROP objective ensures
the TOE has the proper access to the IT System. The OE.PERSON objective
ensures that the TOE will be managed appropriately.
A.ASCOPE The TOE is appropriately scalable to the IT System the TOE monitors. The
OE.INTROP objective ensures the TOE has the necessary interactions with the
IT System it monitors.
A.PROTCT The TOE hardware and software critical to security policy enforcement will be
protected from unauthorized physical modification. The OE.PHYCAL provides for
the physical protection of the TOE hardware and software.
A.LOCATE The processing resources of the TOE will be located within controlled access
facilities, which will prevent unauthorized physical access. The OE.PHYCAL
provides for the physical protection of the TOE.
A.MANAGE There will be one or more competent individuals assigned to manage the TOE

and the security of the information it contains. The OE.PERSON objective
ensures all authorized administrators are qualified and trained to manage the
TOE.
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A.NOEVIL

A.NOTRST

T.COMINT

T.COMDIS

T.LOSSOF

T.NOHALT

T.PRIVIL

The authorized administrators are not careless, willfully negligent, or hostile, and
will follow and abide by the instructions provided by the TOE documentation. The
OE.INSTAL objective ensures that the TOE is properly installed and operated
and the OE.PHYCAL objective provides for physical protection of the TOE by
authorized administrators. The OE.CREDEN objective supports this assumption
by requiring protection of all authentication data.

The TOE can only be accessed by authorized users. The OE.PHYCAL objective
provides for physical protection of the TOE to protect against unauthorized
access. The OE.CREDEN objective supports this assumption by requiring
protection of all authentication data.

An unauthorized user may attempt to compromise the integrity of the data
collected and produced by the TOE by bypassing a security mechanism. The
O.IDAUTH objective provides for authentication of users prior to any TOE data
access. The O.ACCESS objective builds upon the O.IDAUTH objective by only
permitting authorized users to access TOE data. The O.INTEGR objective
ensures no TOE data will be modified. The O.PROTCT objective addresses this
threat by providing TOE self-protection. The OE.SELF_PROTECTION objective
ensures that the TOE IT environment will have protection similar to that of the
TOE.

An unauthorized user may attempt to disclose the data collected and produced
by the TOE by bypassing a security mechanism. The O.IDAUTH objective
provides for authentication of users prior to any TOE data access. The
O.ACCESS objective builds upon the O.IDAUTH objective by only permitting
authorized users to access TOE data. The O.EXPORT objective ensures that
confidentiality of TOE data will be maintained. The O.PROTCT objective
addresses this threat by providing TOE self-protection. The
OE.SELF_PROTECTION objective ensures that the TOE IT environment will
have protection similar to that of the TOE.

An unauthorized user may attempt to remove or destroy data collected and
produced by the TOE. The O.IDAUTH objective provides for authentication of
users prior to any TOE data access. The O.ACCESS objective builds upon the
O.IDAUTH objective by only permitting authorized users to access TOE data.
The O.INTEGR objective ensures no TOE data will be deleted. The O.PROTCT
objective addresses this threat by providing TOE self-protection. The
OE.SELF_PROTECTION objective ensures that the TOE IT environment will
have protection similar to that of the TOE.

An unauthorized user may attempt to compromise the continuity of the TOE.s
collection and analysis functionality by halting execution of the TOE. The
O.IDAUTH objective provides for authentication of users prior to any TOE
function accesses. The O.ACCESS objective builds upon the O.IDAUTH
objective by only permitting authorized users to access TOE functions. The
O.IDSCAN, O.IDSENS, and O.IDANLZ objectives objective addresses this threat
by requiring the TOE to collect and analyze all events, including those attempts
to halt the TOE.

An unauthorized user may gain access to the TOE and exploit system privileges
to gain access to TOE security functions and data. The O.IDAUTH objective
provides for authentication of users prior to any TOE function accesses. The
O.ACCESS objective builds upon the O.IDAUTH objective by only permitting
authorized users to access TOE functions. The O.PROTCT objective addresses
this threat by providing TOE self-protection. The OE.SELF_PROTECTION
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T.IMPCON

T.INFLUX

T.FACCNT

T.SCNCFG

T.SCNMLC

T.SCNVUL

T.FALACT

T.FALREC

T.FALASC

T.MISUSE

objective ensures that the TOE IT environment will have protection similar to that
of the TOE.

The TOE may be susceptible to improper configuration by any user causing
potential intrusions to go undetected. The OE.INSTAL objective states the
authorized administrators will configure the TOE properly. The O.EADMIN
objective ensures the TOE has all the necessary administrator functions to
manage the product. The O.IDAUTH objective provides for authentication of
users prior to any TOE function accesses. The O.ACCESS objective builds upon
the O.IDAUTH objective by only permitting authorized users to access TOE
functions.

An unauthorized user may cause malfunction of the TOE by creating an influx of
data that the TOE cannot handle. The O.OFLOWS objective counters this threat
by requiring the TOE handle data storage overflows.

Unauthorized attempts to access TOE data or security functions may go
undetected. The O.AUDITS objective counters this threat by requiring the TOE to
audit attempts for data accesses and use of TOE functions.

Improper security configuration settings may exist in the IT System the TOE
monitors. The O.IDSCAN objective counters this threat by requiring a TOE, that
contains a Scanner, collect and store static configuration information that might
be indicative of a configuration setting change. The ST will state whether this
threat must be addressed by a Scanner.

Users could execute malicious code on an IT System that the TOE monitors
which causes modification of the IT System protected data or undermines the IT
System security functions. The O.IDSCAN objective counters this threat by
requiring a TOE, that contains a Scanner, collect and store static configuration
information that might be indicative of malicious code. The ST will state whether
this threat must be addressed by a Scanner.

Vulnerabilities may exist in the IT System the TOE monitors. The O.IDSCAN
objective counters this threat by requiring a TOE, that contains a Scanner,
collect and store static configuration information that might be indicative of a
vulnerability. The ST will state whether this threat must be addressed by a
Scanner.

The TOE may fail to react to identified or suspected vulnerabilities or
inappropriate activity. The O.RESPON objective ensures the TOE reacts to
analytical conclusions about suspected vulnerabilities or inappropriate activity.

The TOE may fail to recognize vulnerabilities or inappropriate activity

based on IDS data received from each data source. The O.IDANLZ objective
provides the function that the TOE will recognize vulnerabilities or inappropriate
activity from a data source.

The TOE may fail to identify vulnerabilities or inappropriate activity based on
association of IDS data received from all data sources. The O. IDANLZ objective
provides the function that the TOE will recognize vulnerabilities or inappropriate
activity from multiple data sources.

Unauthorized accesses and activity indicative of misuse may occur on an IT
System that is monitored by the TOE. The O.AUDITS and O.IDSENS objectives
address this threat by requiring collection of audit and Sensor data.
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T.INADVE

T.MISACT

P.DETECT

P.ANALYZ

P.MANAGE

P.ACCESS

P.ACCACT

P.INTGTY

P. PROTCT

P.CRYPTO

Inadvertent activity and access may occur on an IT System that is monitored by
the TOE. The O.AUDITS and O.IDSENS objectives address this threat by
requiring collection of audit and Sensor data.

Malicious activity, such as introductions of Trojan horses and viruses, may occur
on an IT System. The O.AUDITS and O.IDSENS objectives address this threat
by requiring collection of audit and Sensor data.

All events that are indicative of inappropriate activity that may have resulted from
misuse, access, or malicious activity of IT System assets must be collected. The
O.AUDITS and O.IDSENS, and O.IDSCAN obijectives require collection of audit

and Sensor data.

Analytical processes and information to derive conclusions about

intrusions (past, present, or future) must be applied to IDS data and appropriate
response actions taken. The O.IDANLZ objective requires analytical processes
be applied to data collected from Sensors and Scanners.

The TOE shall only be managed by authorized users. The OE.PERSON
objective ensures competent administrators will manage the TOE and the
O.EADMIN objective ensures there is a set of functions for administrators to use.
The OE.INSTAL objective supports the OE.PERSON objective by ensuring
administrator follow all provided documentation and maintain the security policy.
The O.IDAUTH objective provides for authentication of users prior to any TOE
function accesses. The O.ACCESS objective builds upon the O.IDAUTH
objective by only permitting authorized users to access TOE functions. The
OE.CREDEN objective requires administrators to protect all authentication data.
The O.PROTCT objective provides for TOE self-protection. The
OE.SELF_PROTECTION objective ensures that the TOE IT environment will
have protection similar to that of the TOE.

All data collected and produced by the IDS shall only be used for authorized
purposes. The O.IDAUTH objective provides for authentication of users prior to
any TOE function accesses. The O.ACCESS objective builds upon the
O.IDAUTH objective by only permitting authorized users to access TOE
functions. The O.PROTCT objective provides for TOE self-protection. The
OE.SELF_PROTECTION objective ensures that the TOE IT environment will
have protection similar to that of the TOE.

Users of the TOE shall be accountable for their actions within the IDS. The
O.AUDITS objective implements this policy by requiring auditing of all data
accesses and use of TOE functions. The O.IDAUTH objective supports this
objective by ensuring each user is uniquely identified and authenticated.
OE.TIME_STAMPS ensures that the TOE IT environment provides time services.

Data collected by the TOE shall be protected from maodification. The O.INTEGR
objective ensures the protection of data from modification.

The TOE shall be protected from unauthorized accesses and disruptions of
collection activities. The O.OFLOWS objective requires the TOE handle
disruptions. The OE.PHYCAL objective protects the TOE from unauthorized
physical modifications.

The TOE shall provide cryptographic functions for its own use, including
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GRAPHY encryption/decryption operations. O.CRYPTOGRAPHY satisfies this policy by
requiring the TOE to implement NIST FIPS validated cryptographic services.
These services will provide confidentiality and integrity protection of TSF data
while in transit to remote parts of the TOE.

P.CRYPTO Only NIST FIPS validated cryptography (methods and implementations) are

GRAPHY_ acceptable for key management (i.e., generation, access, distribution,

VALIDATED destruction, handling, and storage of keys) and cryptographic services (i.e.;
encryption, decryption, signature, hashing, key exchange, and random number
generation services). O.CRYPTOGRAPHY satisfies this policy by requiring the
TOE to implement NIST FIPS validated cryptographic services. These services
will provide confidentiality and integrity protection of TSF data while in transit to
remote parts of the TOE. O.CRYPTOGRAPHY_VALIDATED satisfies this policy
by requiring that all cryptomodules for cryptographic services be NIST 140-1/2
validated. This will provide assurance that the NIST-approved security functions
and random number generation will be in accordance with NIST and validated
according the FIPS 140-1/2.

8.2 Rationale for Security Objectives for the Environment

The defined objectives provide for physical protection of the TOE, proper management of the
TOE, and interoperability requirements on the TOE. The remainder of the security objectives for
the IT environment have been included in this ST in order to support the TOE IT environment
security functions. The rationale support is documented in Section 8.1 along with the rationale for
security objectives for the TOE.

8.3 Rationale for TOE Security Requirements

This section demonstrates that the functional components selected for the TOE provide complete
coverage of the defined TOE security objectives. The mapping of components to security
objectives is depicted in the following table.

Table 15: Requirements vs. Objectives Mapping
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O.PROTCT

O.IDSCAN
O.IDSENS
O.IDANLZ
O.RESPON
O.EADMIN
O.ACCESS
O.IDAUTH
O.OFLOWS
O.AUDITS
O.INTEGR
O.EXPORT

HY

HY_VALIDATED

FCS_COP_EXP.1

FCS_COP_EXP.2(1)

FCS_COP_EXP.2(2)

X| X| X| 0.CRYPTOGRAP

X| X| X| 0.CRYPTOGRAP

FIA_ATD.1

FIA_UAU.1

FIA_UID.1

FMT_MOF.1

X|X| X| X

FMT_MSA.2

FMT_MTD.1(1)

X
X
X

FMT_MTD.1(2)

FMT_SMF.1(1)

FMT_SMF.1(2)

FMT_SMR.1

FPT_ITC 1

FPT_ITI.1

FPT_ITTA

FPT_RVM.1(1)

X[ X] X[ X| X
X

FPT_SEP.1(1)

FPT_STM_EXP.1

IDS_ANL_EXP.1

IDS_RCT_EXP.1

IDS_RDR_EXP.1

IDS_SDC_EXP.1

IDS_STG_EXP.1

The following discussion provides detailed evidence of coverage for each security objective.

O.PROTCT

The TOE must protect itself from unauthorized modifications and access to its
functions and data. The TOE is required to protect the audit data from deletion as
well as prevent unauthorized modifications to the audit data [FAU_STG.1]. The
System is required to protect the System data from any modification and
unauthorized deletion, as well as guarantee the availability of the data in the
event of storage exhaustion, failure or attack [IDS_STG_EXP.1]. The TOE is
required to provide the ability to restrict managing the behavior of functions of the
TOE to authorized users of the TOE [FMT_MOF.1]. Only authorized users of the
System may query and clear System and audit data, and authorized users of the
TOE may modify and delete System data [FMT_MTD.1(1)]. The TOE must
ensure that all functions are invoked and succeed before each function may
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O.IDSCAN

O.IDSENS

O.IDANLZ

O.RESPON

O.EADMIN

O.ACCESS

O.IDAUTH

proceed [FPT_RVM.1(1)]. The TSF must be protected from interference that
would prevent it from performing its functions [FPT_SEP.1(1)]. FMT_SMF.1(1)
and (2) support this objective by identifying the corresponding management
functions.

The Scanner must collect and store static configuration information that might be
indicative of the potential for a future intrusion or the occurrence of a past
intrusion of an IT System. A System containing a Scanner is required to collect
and store static configuration information of an IT System.[IDS_SDC_EXP.1].

The Sensor must collect and store information about all events that are indicative
of inappropriate activity that may have resulted from misuse, access, or malicious
activity of IT System assets and the IDS. A System containing a Sensor is
required to collect events indicative of inappropriate activity that may have
resulted from misuse, access, or malicious activity of IT System assets of an IT
System [IDS_SDC_EXP.1].

The Analyzer must accept data from IDS Sensors or IDS Scanners and then
apply analytical processes and information to derive conclusions about intrusions
(past, present, or future). The Analyzer is required to perform intrusion analysis
and generate conclusions [IDS_ANL_EXP.1].

The TOE must respond appropriately to analytical conclusions. The TOE is
required to respond accordingly in the event an intrusion is detected
[IDS_RCT_EXP.1].

The TOE must include a set of functions that allow effective management of its
functions and data. The TOE must provide the ability to review the audit trail of
the System [FAU_SAR.1]. The System must provide the ability for authorized
administrators to view all System data collected and produced
[IDS_RDR_EXP.1]. The TOE must ensure that all functions are invoked and
succeed before each function may proceed [FPT_RVM.1(1)]. The TSF must be
protected from interference that would prevent it from performing its functions
[FPT_SEP.1(1)]. FMT_MSA.2 provides the administrators the ability to accept
only secure values and modify security attributes. FMT_MTD.1(2) helps satisfy
this objective by providing that there be a management function of the Security
Administrator or an authorized IT entity that will set the time and date used to
provide reliable time stamps to the TOE. FMT_SMF.1(2) supports this objective
by identifying the corresponding management functions.

The TOE must allow authorized users to access only appropriate TOE functions
and data. The System is required to restrict the review of System data to those
granted with explicit read-access [IDS_RDR_EXP.1]. The TOE is required to
protect the audit data from deletion as well as prevent unauthorized modifications
of the audit data [FAU_STG.1]. The System is required to protect the System
data from any modification and unauthorized deletion [IDS_STG_EXP.1]. Users
authorized to access the TOE are defined using an identification and
authentication process [FIA_UID.1, FIA_UAU.1]. The TOE is required to provide
the ability to restrict managing the behavior of functions of the TOE to authorized
users of the TOE [FMT_MOF.1]. Only authorized administrators of the System
may query and clear System and audit data, and authorized administrators of the
TOE may modify and delete System data [FMT_MTD.1(1)]. FMT_SMF.1(1) and
(2) support this objective by identifying the corresponding management functions.

The TOE must be able to identify and authenticate users prior to allowing access
to TOE functions and data.
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O.OFLOWS

O.AUDITS

O.INTEGR

O.EXPORT

O.CRYPTO

The System is required to restrict the review of System data to those granted
with explicit read-access [IDS_RDR_EXP.1]. The TOE is required to protect the
stored audit records from unauthorized deletion [FAU_STG.1]. The System is
required to protect the System data from any modification and unauthorized
deletion, as well as guarantee the availability of the data in the event of storage
exhaustion, failure or attack [IDS_STG_EXP.1]. Security attributes of subjects
used to enforce the authentication policy of the TOE must be defined
[FIA_ATD.1]. Users authorized to access the TOE are defined using an
identification and authentication process [FIA_UID.1, FIA_UAU.1]. The TOE is
required to provide the ability to restrict managing the behavior of functions of the
TOE to authorized users of the TOE [FMT_MOF.1]. Only authorized users of the
System may query and clear System and audit data, and authorized users of the
TOE may modify and delete System data [FMT_MTD.1(1)]. The TOE must be
able to recognize the different administrative and user roles that exist for the TOE
[FMT_SMR.1]. The TOE must ensure that all functions are invoked and succeed
before each function may proceed [FPT_RVM.1(1)]. The TSF must be protected
from interference that would prevent it from performing its functions
[FPT_SEP.1(1)]. FMT_SMF.1(1) and (2) support this objective by identifying the
corresponding management functions.

The TOE must appropriately handle potential System data storage overflows.
The System is required to protect the System data from any modification and
unauthorized deletion, as well as guarantee the availability of the data in the
event of storage exhaustion [IDS_STG_EXP.1].

The TOE must record audit records for data accesses and use of the System
functions. Security-relevant events must be defined and auditable for the TOE
[FAU_GEN.1]. The TOE must ensure that all functions are invoked and succeed
before each function may proceed [FPT_RVM.1(1)]. The TSF must be protected
from interference that would prevent it from performing its functions
[FPT_SEP.1(1)]. Time stamps associated with an audit record must be reliable
[FPT_STM_EXP.1].

The TOE must ensure the integrity of all audit and System data. The TOE is
required to protect the stored audit records from unauthorized deletion
[FAU_STG.1]. The System is required to protect the System data from any
modification and unauthorized deletion [IDS_STG_EXP.1]. Only authorized users
of the System may query and clear System and audit data, and authorized users
of the TOE may modify and delete System data [FMT_MTD.1(1)]. The System
must protect the collected data from modification, disclosure, and ensure its
integrity when the data is transmitted to another IT product [FPT_ITC.1,
FPT_ITI.1], or a separate part of the TOE [FPT_ITT.1]. The TOE must ensure
that all functions to protect the data are not bypassed [FPT_RVM.1(1)]. The TSF
must be protected form interference that would prevent it from performing its
functions [FPT_SEP.1(1)]. FMT_SMF.1(1) supports this objective by identifying
the corresponding management functions.

When any IDS component makes its data available to another IDS components,
the TOE will ensure the confidentiality of the System data. The TOE must protect
all data from modification, disclosure, and ensure its integrity when the data is
transmitted to another IT product [FPT_ITC.1, FPT_ITI.1], or a separate part of
the TOE [FPT_ITT.1].

The FCS requirements satisfy this objective by levying requirements that ensure
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the cryptographic standards include the NIST FIPS publications (where possible)
and NIST approved ANSI standards. The intent is to have the satisfaction of the
cryptographic standards be validated through a NIST FIPS 140-1/2 validation.
FCS_BCM_EXP.1 is an explicit requirement that specifies the NIST FIPS rating
level that the cryptographic module must satisfy. The level specifies the degree
of testing of the module. The higher the level, the more extensively the module is
tested. FCS_CKM.1 ensures that, if necessary, the TOE is capable of generating
cryptographic keys. FCS_CKM.4 mandates the standards (FIPS 140-1/2) that
must be satisfied when the TOE performs Cryptographic Key Zeroization.
FCS_COP_EXP.1 requires that a NIST approved random number generator is
used. FCS_COP_EXP.2(1) and FCS_COP_EXP.2(2) require for data decryption
and encryption that a NIST approved algorithms are used, and that the
algorithms meet the FIPS PUB 140-1/2 standard.

The FCS requirements satisfy this objective by levying requirements that ensure
the cryptographic standards include the NIST FIPS publications (where possible)
and NIST approved ANSI standards. The intent is to have the satisfaction of the
cryptographic standards be validated through a NIST FIPS 140-1/2 validation.
FCS_BCM_EXP.1 is an explicit requirement that specifies the NIST FIPS rating
level that the cryptographic module must satisfy. The level specifies the degree
of testing of the module. The higher the level, the more extensively the module is
tested. FCS_CKM.1 ensures that, if necessary, the TOE is capable of generating
cryptographic keys. FCS_CKM.4 mandates the standards (FIPS 140-1/2) that
must be satisfied when the TOE performs Cryptographic Key Zeroization.
FCS_COP_EXP.1 requires that a NIST approved random number generator is
used. FCS_COP_EXP.2(1) and FCS_COP_EXP.2(2) require for data decryption
and encryption that a NIST approved algorithms are used, and that the
algorithms meet the FIPS PUB 140-1/2 standard.

8.4 Rationale for TOE IT Environment Security Requirements

This section demonstrates that the functional components selected for the TOE IT Environment
provide complete coverage of the defined TOE IT Environment security objectives. The mapping
of components to security objectives is depicted in the following table

Table 16: Requirements vs. Objectives Mapping
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[FPT_STM.1] requires that the TOE IT environment be able to provide reliable time stamps for its
own use and that of the TOE. Time stamps include date and time and are reliable in that they are
always available to the TOE, and the clock must be monotonically increasing.

OE.SELF_PROTECTION

The TOE IT environment must protect itself in a manner similar to that provided for the TOE.
[FPT_SEP.1(2)] ensures the environment provides a domain that protects itself from untrusted
users. If the environment cannot protect itself it cannot be relied upon to enforce its security
policies. [FPT_RVM.1(2)] ensures that the environment makes policy decisions on all interfaces
that perform operations on subjects and objects that are scoped by the policies.

8.5 Rationale for Assurance Requirements

EAL2 was chosen to provide a low to moderate level of assurance that is consistent with good
commercial practices. As such minimal additional tasks are placed upon the vendor assuming the
vendor follows reasonable software engineering practices and can provide support to the
evaluation for design and testing efforts. The chosen assurance level is appropriate with the
threats defined for the environment. While the System may monitor a hostile environment, it is
expected to be in a non-hostile position and embedded in or protected by other products
designed to address threats that correspond with the intended environment. At EAL2, the System
will have incurred a search for obvious flaws to support its introduction into the non-hostile
environment.

8.6 Rationale for Satisfying all Dependencies

Each functional requirement, including explicit requirements was analyzed to determine that all
dependencies were satisfied. All requirements were then analyzed to determine that no additional
dependencies were introduced as a result of completing each operation. With the exception of
dependencies related to FMT_MSA.2, all dependencies in this ST have been satisfied.
FMT_MSA.2 is included in this ST as a dependency of the Cryptographic Support family
(FCS_COP and FCS_CKM). It is used there to ensure that security attributes related to
cryptographic objects (e.g. cryptographic keys) are protected. However, FMT_MSA family is also
used to ensure the protection of security attributes related to access control policies (FDP_IFC
and FDP_AFC) and includes a dependency upon those Security Functional Requirements.
However, this ST does not require that the TOE implement an access control policy and those
requirements have not been included in the ST.

8.7 Rationale for Explicitly Stated Requirements

A family of IDS requirements was created to specifically address the data collected and analyzed
by an IDS. The audit family of the CC (FAU) was used as a model for creating these
requirements. The purpose of this family of requirements is to address the unique nature of IDS
data and provide for requirements about collecting, reviewing and managing the data. These
requirements have no dependencies since the stated requirements embody all the necessary
security functions.

Table 17 presents the rationale for the inclusion of the remaining explicit requirements found in
this ST.

Table 17: Rationale for Explicit Requirements
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Explicit Requirement Identifier Rationale

FCS BCM_EXP.1 Baseline This explicit requirement is necessary since the CC
cryptographic does not provide a means to specify a
module cryptographic baseline of implementation.
FCS_COP_EXP.1 Random number | This explicit requirement is necessary since the CC
generation cryptographic operation components address only

specific algorithm types and operations requiring
specific key sizes. FCS_COP_EXP.1 requires
FIPS approved random number generation to be
used for all cryptographic functionalities, while
FCS_CKM.1 is limited to cryptographic key

generation.
FCS _COP_EXP.2 Cryptographic This explicit requirement is necessary because it
Operation describes requirements for a cryptomodule rather

than the entire TSF.

8.8 Rationale for Strength of Function

The TOE minimum strength of function is SOF-basic. The evaluated TOE is intended to operate
in commercial and DoD low robustness environments processing unclassified information. This
security function is in turn consistent with the security objectives described in this ST.

Password-based authentication mechanisms (via serial console and GUI) have the following
specific SOF claims:

Shared key: administrators authenticate to sensors locally using the shared key. The shared key
must be at least 6 characters and at most 36 characters in length. Characters 32 to 126 of the
ASCII character set can be used in the password. This yields a minimum of 95° (over 735 billion)
possible combinations; thus, the possibility of correctly guessing a password is less than 1 in
1,000,000. The possibility of randomly guessing the shared key in 60 seconds is less than 1 in
100,000 as the shared key is entered via the 115,200 bit per second serial port and the minimum
shared key length is 6 characters.

User password: users and administrators authenticate remotely using a password that is at least
6 characters and at most 36 characters. Characters 32 to 126 of the ASCII character set can be
used in the password. This yields a minimum of 95° (over 735 billion) possible combinations;

thus, the possibility of correctly guessing a password is less than 1 in 1,000,000. The possibility of
randomly guessing a password in 60 seconds is less than 1 in 100,000 due to the performance
limitation of the embedded web server that is used to enter the password.

8.9 TOE Summary Specification Rationale

Rationale for security functions is presented in Section 6.2.
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9 Acronyms

CC Common Criteria

CM Configuration Management
EAL  Evaluation Assurance Level
IDS Intrusion Detection System
IT Information Technology
NIAP  National Information Assurance Partnership
PP Protection Profile

ST Security Target

TOE  Target of Evaluation

TSC  TSF Scope of Control

TSF  TOE Security Functions
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